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Shpichyack S.A. 
AUTOMATION ACCESS CONTROL TO THE RESOURCESOF AUTOMATED CONTROL  
SYSTEM IN BUILDING INDUSTRY AND UTILITIES 
Model of the process of ensuring access to the resources of the process control system of building industry, 
the basic structure of automated access management subsystem and method of operative access control 
based on a combination of access policies, schemes preliminary distribution of authenticators and full of 
secret sharing. The algorithms provide regular access to and timely provision of temporary access in case of 
contingency and emergency situations using the evolution of authenticators. Given the composition of hard-
ware and software components of the automated subsystem control access to the resources of ACS of water 
supply utilities. 
Key words: automated control systems, access control, authentication, technological resources. 
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