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Hupopmayus e cospemernnom mupe uepaem axcuetiutyro pois. Ona npeocmagiiem axcHoie c8eOeHs
0 cObLIMUAX, TH0OIX, NPOYECCAX He3A8UCUMO om opmbl eé npeocmasienus. Tom, kmo eradeem MOYHOT,
AKMYansHON U NOIHOU UHGOPpMAyuell, 6ce20a HA wiae nepedu ceoe2o KoHkypenma. Ilpobrema 3awumol uH-
Qopmayuu ceituac a6aaemces OOHOU U3 KIHOHEBbIX 8 MUpe, MAaK KAax nocie 60IbU020 HAYYHO-MEXHUYECKO2O0
CKAYKA 8 PA3GUMUL UHPOPMAYUOHHBIX MEXHOI02UT HE3AKOHHBIX cnoco606 00bwiuy u nepedaqi UHQopma-
yuu cmano ovenv MHo2o. Ilosmomy eadicretiuteil 3a0aqeii cneyuarucma ¢ obaacmu UHPOPMAYUOHHOT 6e3-
onacHocmu A619emcs eiaoeHue 6CeMu NPUeMamiy U MemoOamu 3auumsl UHGOPMAYUL, A MAKHCe YMeHUe

MOOAUPOBAMb KAHALBL YMEUKU UHDOPMAYUL.

Knrouesvie cnosa: axycmuieckuti KaHau YmeyKu uH@OPpMayuu, MamemMamu4ecroe Mooeauposanue.

Beenenne. C Touku 3peHUS 3TOYMBIIITICHHUAKA
HauOOIBINYIO OMACHOCTh MPEACTABISACT HHGpOpPMa-
LOUs, mepeaaBacMasl YCTHO. YTEUKH PEUCBOM HH-
(dhopMaLK MPOUCXOIAT MO BUOPOAKYCTHICCKOMY H
AKYCTHUCCKOMY KaHaNaM U (UKCHPYIOTCS Pa3iIHd-
HBIMH TCXHUYUCCKUMH CPEACTBAMHU miepexsara [1-3].
EnvuHCTBEHHBIM METONOM MOHOTO HCCICIOBAHUS
BO3MOXKHOCTCH TEXHHYCCKHX KAHATIOB YTCYKH HH-
dopManuHu ABIAETCS MOICTHPOBAHUEC TAKUX KaHA-
708 [4]. MoaenmupoBaHHE AaCT BOBMOXHOCTh B TIO-
CIACACTBUHM pa3padarhiBaTh CHOOCOOBI U CPESACTBA
3aIUTE HHPOPMALTHHL.

CraHaapTHO TPUMCHACTCS (PU3HUSCKOE U Ma-
TeMaTHieckoe Moaenuposanue. dusnueckoe Moae-
JUPOBAHHE KAHAIOB VTCUKH HMHPOPMALUH HacTO
3aTPyIHEHO HIH HEBO3MOXKHO MO NPHYHHE TOTO,
YTO anpHOPU HEU3BECTHA KOMIUICKTALMS, JUCIOKA-
UL U XapaKTCPUCTUKH TEXHUYECKUX CPEICTB J0-
ObiBanus uH(popMarmu. Kpome Toro, kaHanm yTeuku
COJCPIKUT PA3THYHBIC HHKCHEPHBIC KOHCTPYKLMH U
VCIIOBHS PACIIPOCTPAHCHHS HOCHUTENS, KOTOPHIC UIN
3aTPyIHEHO, WM BOOOIIEC HEBO3MOXKHO BOCCO31ATh
Ha MaKeTax.

Maremarniaeckoe MOJACTHPOBAHUE THILICHO Ta-
KHX HEIOCTaTKOB, HO TOYHOCTh PE3YJbTATOB MPH
MaTEMaTHYECKOM MOJCITHPOBAHUH 3aBHCHT OT Ka-
YeCTBa U MOJHOTH MATEMATHICCKOH MOJCITH.

Mertoauka ucciaeposanus. B pamkax Kom-
IUICKCHOW MOJCTH VTCUKH HH(POpPMALUHU TPeOyeTCs
3HATh MECTO Pa3MCIICHHUS MPHECMHHKA CHUTHANA.
[Tockoapky NPUEMHUK CHUTHANA MPHHAAICIKUT 3710-
VMBIIIJICHHHKY, TO TOYHOC Pa3MCEIICHHUE €ro HE H3-
BecTHO. [Ipu 5TOM OTHOLICHHWE CHUTHAN/IIYM Ha
BXOJAC aKYCTHYCCKOTO MPHEMHHMKA OYCHb CHJIBHO
3aBUCHUT OT MECTa PAaCHOJ0KCHUS NPHCMHHKA
BCJICACTBHE OTPAKCHUS, 3aTyXaHus U uHTepdepeH-
LM 3BYKOBBIX BOJH.

PaccmoTpuM Marele BO3MYIICHHS HICATBHOMN
cpenpl. YpaBHCHHUS, ONHCHIBAIOIINC JBHKCHHC
CIUTOIIHOH CPEAbl, NPEACTABISIOTCS VPABHCHHEM
HEPa3pbIBHOCTH U YpaBHEHHEM Jitnepa [S]:

op O

L= (pv,)=0,

ot 0x, (ov.) M
CATRVRCATI W R N T ) )

€ P — JABICHHUE, P — IUIOTHOCTh, V— CKOPOCTh Ya-

crunpl. [Iposens muncapuzamoo (1)-(2), nomyumnm
[6, 7]

O’ O’
= o 3)

r1e C— CKOPOCTb 3ByKa: C :w/iap/ap)s , ¢- mo-

TCHIMAT CKOPOCTH: V; = OQ/0X, , WM BOTHOBOE

ypaBHCHHUC [8]

o’p o’p
E @

AHanmuTHYEeCKOEC PELICHHE ypaBHEHMs (3) win
(4) BO3MOKHO B OOIIEM CIy4a¢ TOJBKO JISICTICIIH-
aJpHBIX 33724 JIMO0 MaIo pa3MepHOCTH, JUOO 06-
JaJA0IKX OOPEACICHHON CUMMETPUEH.

C TOSIBICHHEM  BBICOKOMPOU3BOAUTEIBHBIX
9BM BO3HHMKIA BO3MOMKHOCTH MONIYYCHHS CETOY-
HBIX TPHOTIKCHHBIX PCLUICHHH MHOTOMCPHBIX HE-
CTAlHOHAPHBIX 3aJa4 ra3oBoil aumHaMukd. [lpu
3TOM PELICHHE MOXKET OBITh HAMIOCHO A1 FEOMET-
pudeckux o0macTell ClokHOU (OPMBI ¢ HEOTHO-
CBSI3HBIMU KPHUBOJIMHCHHBIMH TPAHULIAMH.

PaccmatpuBaetess pacmpocTpaHeHHE aKyCTH-
YECKMX BO3MYIICHHNM B HEOAHOCBA3HOH obOnactu
(puc. 1). MareMaTUYECKOS OMHUCAHUC JBHKCHUS
BO3AyXa OCHOBHIBACTCA HA KOHCEPBATUBHOHU (hopme
3alKMCH CHCTCMBI VPABHCHUH MPOCTPAHCTBCHHOTO
TCUCHUSI B JCKAPTOBBIX KOOPAHHATAX, COCTOSIICH
W3 3aKOHOB COXPAHCHHS MAacChl, IMIYJIbCA H YHEP-
TUH:
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Puc. 1. 'eomeTputeckas MOAEb pacUeTHOW 00IacTH

YCnoBUSIMH OZHO3ZHAYHOCTH PELICHUS CHCTE-
MBI ypaBHeHHH (5) - (7) ABISAIOTCS KPaeBBIC YCIO-
BUA, YpaBHCHUA COCTOAHUA U COOTHOILICHUSA, OIIPC-
JETISIOLINE HHTCHCHBHOCTH OCOOEHHOCTEH.

B 0o01mmem BUAE UCTOYHHUK 3BYKA MOXKHO 33JaTh
VPaBHCHHUEM TFapMOHHUYECKOTO KOJICOAHUS:

p= ) Ay cos(@nt +9y) ®)
n=0

Puc. 3.Cerounas MoACTb PaCUCTHOH 00MACTH

Ha rpanune pacuetHoll obOjactu (CTCHKAX)
3amaBanoch ycioBue HempoTekaHus. Ha Beixon-
HOHM TrpaHMLE 3a7aBanoch arMocepHOE AaBie-
Hue. JIBrkeHHE BO3OYITHOW CPEbl B MOMEIICHUN
B HaYaIbHBIH MOMCHT OTCYTCTBYET. BoamymeHue
BO3AVIIHOH Cpeabl 3aJaBaloch BKIIOUCHHCM B
MOMEHT BpeMeHH t=0 HCTOYHHKA 3BYKOBBIX KOJIE-
Ganuii. Umuranua 3ByKOBEIX KoJcOaHMH MPOBO-

rae A, — aMIJIMTyJa KoJlebaHUH, w,- yriosas
CKOpOCTh, @, — Gaza. YacTHblli ciyuail 3agaHus
HUCTOYHHKA 3BYKA OMHCHIBACTCS B CTAThE, MOCBSI-
HICHHOW pPa3pabOTKE MAaTEMAaTHYCCKOH MOICTH
Carpecesa K.B. [9].

PesynbTaTtel MmoaenupoBanus. s perueHns
IBOMIOLIMOHHON 33Ja4YM  HCIOIB3YVETCS KOHEYHO-
pasHocTHEIHN Merox [10], peanmzoBaHHEIN Ha pery-
JapHOH BpeMeHHOHM ceTke. PacuetHas oOmacTsb
oToOpaXkacTcsl HA PABHOMEPHYIO TEKCA3paTbHYIO
CETKY MOIITHOCTBIO 376122 suctiku (puc. 3).

113838.00
116706.78
757557
0244426

Rasnenwe [Pal

TpaekTopuu noToka 1

Puc. 4. Xapakrep ABHKCHUSA BO3AYIIHOTO MOTOKA

JUIACh MPU MOMOINM 3aAaHHS UCTOYHHKA H30bI-
TOYHOTO JABJICHHUS, UMCIOIICTO CHHYCOUIATbHBIN
Buz (8).

B pesymerare  MomcTupoBaHUS — TOIYUCHA
KapTHHA PacpoCTpaHCHUS aKyCTHIC CKUX
BOBMYIICHUH. Bo3acicTBHEC MCTOYHMKA HA TOTOK
NPUBOANT K BO3HUKHOBCHHUIO TAaK HA3BIBACMBIX
«akycTuucckux TteucHui» [l1]. Busyanmzamus
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PELICHUS MPEACTABISLIACE KAK B BHIAC TPACKTOPHUI
aBmwkeHuss (puc. 4, 5), Tak U B BHAC MOJIA
ckopocTeli (puc. 6). AHajau3 MOKA3bIBACT, YTO B

Puc. 5. Tpackropun ABH;KCHHA BO3AYIIHOTO MOTOKA

OT UCTOYHUKA, TCHEPUPYIOIIETO BO3MYIICHUS,
pacmpocTpaHseTcsa BOJIHA JaBiIcHHUI. Berpedas mpe-
rpady, BOJHA B3aUMOJCHCTBYET C HEMH, B PE3yIbTaTe
YETO TPOUCXOJUT MPEIOMIICHHE, IEPEOTPAKECHUE H
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HUCCCAYCMOH 001acTH CYIMECTBYIOT 3aCTOHHBIC
30HBI. B »THX 30HAX TOJAHOC aaBiACHWE OymeT
MCHBIIIC, YCM B OCTAIBHOH 00IacTH.

Puc. 6. Ilone CKOpoCTEH B IOCKOCTH UCTOUYHHKA
BO3MYLICHUH
HAJOXKCHUC BOJTH Apyr Ha apyra. JuHammka pac-
MPOCTPAHEHUS BOMHBI JABJICHUS MPEACTABICHA HA
puc. 7.

Naenexne [Pa)

-

|

Naenenue [Pa)

—

Puc. 7. PactipocTpaHeHuE BOJHBI JABICHHS B PACUCTHOH 00IacTH

Takum 00pa3oM, YHCICHHOES MOACIUPOBAHHC
JajI0 BO3MOJKHOCTDH TOJIYIHTH TIOJIE CKOPOCTEH H
JABJICHHUI B UCCACAYEMOM 00IacTH.

BeiBoabl. MarcMaTtmiaeckoe MOICTHPOBAHNC
JAT0 BO3MOYKHOCTh HCCIEAOBATh PACIPOCTPAHEHHE
AKYCTHYCCKUX CUTHANOB B HCCICAYEMOH 00macTu.

IIpm sTOM UHCIEHHOE pEeIIEHNE MPOCTPAHCTBEHHOM
CHUCTEMBI YPaBHCHHMH ITO3BOJMJIO IOIYYHUTH I10JIE
CKOPOCTEH, JABICHHUA M TEMIECPATYPHl B 33JaHHOM
rmoMereHn. Ha ocHOBaHMM 3THX JAHHBIX MOXKHO
CAemaTh BBIBOABI O JUCIOKAIlMH  3aKJIaTHBIX
yerporicts. TlonyueHHas vwHpoOpMaUS MOXKET CIy-

178



Becmuux BI'TY um. B.I'. Illyxosa

2016, Ne8

JKUTh OCHOBAHHEM TS Pa3pabOTKH OpPraHU3aLHOH-
HO — TEXHHYCCKHX MEpP 3aIOUTHl aKYCTHUECKHX Ka-
HAJIOB VTCYKH HHPOPMALIUH.

*Paboma 6vinoiHeHd 6 pPAMKAX peanusayuu
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MODELING ACOUSTIC CHANNELS OF INFORMATION LEAKAGE

Information plays a crucial role in the modern world. It provides important data about the events, people,
processes, regardless of the form of its presentation. Anyone who has accurate, current and complete infor-
mation, always one step ahead of its competitors. The problem of information security is now one of the
world's key, because after a lot of scientific and technological leap in the development of information tech-
nologies of illegal methods of production and transmission of information has become very much. Therefore,
the most important task of the expert in the field of information security is to own all the techniques and
methods of protection of information, as well as the ability to model the information leakage channels.

Key words: acoustic channel of information leakage, mathematical modeling.
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